@ grassvalley
A BELDEN ERAND

REXCEED 3>')—X
ST REDT—VAT—ay

Intel ME 27—L7Dx7
o) T4 xR FIEE

2017 % 7R

www.grassvalley.com




@ grassvalley
A BELDEN BRAND

[FL&HIZ

Intel ME 27— LT T7 DX ) TEBEENFERENELI-. MET7—LDIT7/\—23Uhv6.X, 7.X, 8x9.x 10X,
11.0, 11.5, 11.6 THAIHFE . CDHEFTFHEEZELV-HEEIZXL T Intel® Active Management Technology (AMT).
Intel® Standard Manageability (ISM). Intel® Small Business Technology(SBT) D EEEERAEBINTLESE

nho®HyEd,
CDMfEEEMIE ME J7— LI 7 EREFAHDIN—2a ATV T T— T B ETREELET,
AEZETIL. REXCEED )—X® Intel ME 27— L9747 VI T—hFBFIEIZDLTEELTLET,

HEY—ILDAV A=)
1) MESstHERESRY—IL(Zip) 77 A IV EFRELET
2) fRELI-7AILF—RIZHS Intel-SA-00075 Detection and Mitigation Tool.msi ZE{TLET
3) HERRY—ILDAAM—ILHEIaENET , [Next] Z0)vILFET,

£ ItEl-5A-00075 Detection and MEigedon Toeol 102,116 Satup ke ]

Welocome to the Intel-SA-00075
Detection and Mitigation Toaol 102116
Selup Wizard

T St Wikasrd sl naall el 58 00075 D bestisn and
Migation Tool 1.0.2 155 on pour compuber. Chick Beat 1o
corinue of Cancel 1o exdt the Setup Wizard.

Lz | [ ool |

4) “l accept the terms in the License Agreement” [ZF 9% DITT [Next] #9)vILET,

£ Intel-5A-0007E Detection and MEigeton Tool 102,116 Satup ke ]

Engd-User License Agreement e,
H=ase read the following beeree aqreement carefully r-a_‘:"

INTEL-54-00075 Detection and Mitigation Toal

LIMITED LICEMSE BGREEMENT

* [Original Equipmant Manufactursr (“0OEM”} S Original Design
KManufacturar (“DOM”) f independent Hardware Vendar (“IHw"] [/
Independent Software Wendor (“15¥*)/ IT Qutscurcer | “ITO")/
System Integrator [*517) Distributian)

P_"nt__ﬁal:kl-‘iﬂctl_l:m_
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5) [Next] Z0JvILEY,

£ Intel-5A-0007S Detection and Mitigation Tool 1.0,2,116 Setup Lﬁ
Destination Fokber A
Tk Hext o imstall o the default folder or dick Change by dhoose snother, r-a_‘;"'

Irestall Inbel=54,-000 75 Desecson and Mibgaton Tool 10,2, 116 to;

|l:.'-'P'n;r:m Files (26 MInbel¥Intel-54-00075 Detaction and MiSgation Tool¥

Gock | et | | Cooml |

6) [Install] #5")vILET  HRY—ILDA R—ILHBEIRLET .
7) [Finish] Z9)voL%Ed,

40 Intel-54-00075 Detectian and Mtigeticn Tool 1.0.2,116 Setup L |

Completed the Intel-5A-00075 Detection
and Mitlgation Tool 1.0.2.116 Setup
Wizard

Chek the Frich button to exit the Setup Wizerd,

LLETHERRY—ILDAV A= )UIETET TY . XY—ILEFERALT ME J7—LD 7 DIREZHERL TS
(AN
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1) [RE—K] > [TRTHTAS S L] > [Intel SA-00075 Detection and Mitigation Tool] ZBiE. Intel

SA-00075 Detection and Mitigation Tool ZE{RL TY—ILEEEILET

2) Intel SA-00075 Detection Tool AREEILFET . T—IRT—1avITREINTLNS ME I7—LDTT7H

fES3tED &5/ —2a D5 (L this system is vulnerable ERFSNET

XEEFHDIN—230 DIFAIL, this system is not vulnerable ERTENFT , ZDFEF. KY—ILE

BTLTHERIZRTTY,

] INTEL-54-00075 Dataction Toal

|

Rigk Assessment

Baged on e analysis perormed by this Iucl

Expilanafson:

IMWulnerable, sertscd your QEM Tor sugpot and remedialion ol his syslem
Fioe e infornalion, réfer b CVE-2017-5609 in the Tolkewing link CVE-2017-2500
of e Inhe] asgurily Sdasony Inlel-SA-D00TS i the ol owirg link: TTEL-SA-000F5

INTEL-SA-00075 Detection Tool

Application Version: 1.0.2.918%
Scan date: 30170512 125107

Host Computer Information

Mame; GY-TE
ManuTacturan Hewlat-Packard

Modet HF 7520 Wirksiaton

Processor Nam: InksliR) KenniR) CFLU ES-2620 0 @ 2 00GH:
Windows Varsion: Micmso® Windows 7 Frofessienal

BAE Imfrormatiom

Thi delected veigisn o the Managsmen Enging irmiwaie is considéredvulngrable Mof INTEL-SA-000TS.

3) Y—ILDEEZE FTARANRYO—)LL T, ME Information IH® Version*, Provisioning Mode, LMS

service state NDERAT—RREHEELET,

5 INTEL-54-00075 Detaction Toal

|

INTEL-SA-00075 Detection Tool

Application Version: 1.0.2.115
Scan date: 2017-07-12 1351407

Host Computer Information

Hame: GUTH

Manufaciurer: Hewleh-Paciard

Modiek H® 2220 Workstabion

Processor Name: inbeliR) Geonif) SR ES. 2620 0 @ 2 00GH:
Vindows Version: Micoso® Windows T Prolessional

ME Information

SHIE InlaliF) Full AHT Manzgeabiley
[Provisioning Mods: Fod Fros ionad |
Conirol Mode: Hone

I5 QM MHsabded: Falza

Oriwer installaticn found: Trug

EHBL Enablad: Falze
[LMS sarvice stafe: Running |
microlME sarvice state: HotPresant

=

*Version MFEERIE REXCEED X1000/X100V/M8000/M800V Z&H{EL \DIZE(

BRATLI7—LIITHELGYES,

STLESWNCDEEIZELT
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4) FRAT—RADMAEOEICHCTREGERABTEHRELES,

Provisioning Mode @ | LMS service state 0 WIS RTRAE SR

AT—RRX RAT—HR

Not Provisioned Running ME 27—L 97 DT7YvFTT—k

Not Provisioned NotPresent MBI DFEEZITEEEIHYFR A AUFETT,
Provisioned Running ME 27—LIx7DT7YTT—h

Provisioned NotPresent BERIOHEAEDHEICITLRYEL A,

5) [Dismiss] &9yl TY—ILERTLET,

ME 27—L9xF7D7vTT—k

1. BEI7—LII7DEovO—F
TRESHEO L, $L 0D REXCEED ETIVZEELI=07—LD1T77v7T—MSoftpag)&¥ 70—k

LFEYS
REXCEED E£T /L4 B& ME 77— L7 (Softpag) &S

REXCEED-X4000-G2 SP80050

REXCEED-X2000-G2 SP80050

REXCEED-X15LT-G3 SP80341

REXCEED-X4000 SP80050

REXCEED-X2000 SP80050

REXCEED-X15LT-G2 SP80139

REXCEED-X15LT SP80139

REXCEED-X17LT-G2 SP80139

REXCEED-X1000 SP80091 (ME Firmware v7.1.xx.xxxx FH)
SP80090 (ME Firmware v8.1.xx.xxxx FH)

REXCEED-X150V SP80087

REXCEED-X100V SP80091 (ME Firmware v7.1.xx.xxxx FH)
SP80090 (ME Firmware v8.1.xx.xxxx F)

REXCEED-LT300 SP80195

REXCEED-LT250 SP80144

REXCEED-LT200 SP80146

REXCEED-M8000 SP80091 (ME Firmware v7.1.xx.xxxx FH)
SP80090 (ME Firmware v8.1.xx.xxxx F)

REXCEED-M800V SP80091 (ME Firmware v7.1.xx.xxxx FH)
SP80090 (ME Firmware v8.1.xx.xxxx FH)

REXCEED-M700V SP80262
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1) #H>0—KL1= Softpaq #E62)vILT [BEEBELLTET] &ERLET,
2) PYTT—ha—TA)T4DEELET, [Next] ZUJ)vILET,

B intel Management Engina Firmware Update and Wtilies - Instalishield. . é

TITLE: Inte Managerment Engre Frotware Update and &
Utiites

VERSION: 7.1.91.3272Ws

DESCRIPTION:

This package contairg the [atest Inted Management
Engne 42) v 7,1 Srrwere for the supported
‘Wockstaton madeds, s well as utibes for updating NE
and checking ME status. This ME Fermware i imdendad for
use with the assocated ME drivers that are diso found
on HP.com,

HP Management Ergne frmvare SoftPags have been
updated % ndude two batch Ses foe easy deploymant,
The fiest batch fle, update bat, i5 automaticaly called
when the SoftPagis run. You have an opton to decine
e automated update and perform 3 manual updase at
aloter time, The econd batch fie, dent.bat, canbe
caled by IT professorals (o slerdy deploy $» frmvare
update (NS user PReracson reguared).

PURPOSE: Critical >
< .

3) “l accept the terms in the license agreement” [ZFTy9%DIFT [Next] #9UvILET,
*ZDRIZTTAIVORFEAEIEET DEEIARRSINIHZSIE. TOFFE Next] £9UvILET,

B intel Management Engine Firmware Update and Wtilmes - Instalishield. .. é

1 o
Lioense Agreement %)
Pleacse read the faloving iense agreererst carefidy.

PLEASE READ CAREFULLY: THE USE OF SOFTWARE AVADLASLE AT THES SITE [S SUBECT -
TO THE TERMS AND CONDITIONS THAT FOLLOAW. 37 YOU AGREE TO THESE TERNS,

PLEASE OO0GE THE T ACCEPT™ OFTION LOTATED ADJACENT TO THE SCREEN WiHERE
THIS AGREEMENT 15 DISPLAYED, IF YOU DO NOT AGREE TO THESE LICENSE TERNS,
PLEASE CHOOSE THE T DO NOT ACCERPT™ OPTION AND DO NOT DOWMLOAD ANY
SOFTWARE FROM THIS SITE.

End-User Licenze Agreament

READ CAREFULLY BEFORE USING THIS EQUIPNENT.

This End-User boense Agreement (ELLAT) is & lngal agreement between (a) you (mther

s ndradual or & sngle entty) and (b) HP Inc. (397) Hat goverss your use of ey

Softxare Product, rataled on o made avalatie by HP for use with your H9 product (HP
Procuct’), that  not othermise cubject 20 a separate koense dgreenant batween you

and HP or 25 supplers, Other softiare may contain 3 BLA I its onine coourentason. ~

I (% [ accept the tarms i the bcerse agresment I
(" I do not accent tha terms n the boanse agreemant

< Back Bext > Cancel J

4) AR RTOUTMNEEARE, HEEAYE—UARTENET DT, YEAALTEnter F—Z#HTFLEY,

B CVInelAMTYSpaI0e] axe L= B
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5) I7—LDIT7 D7V T—rAERITEINE T, 7Y T T RIEZOEEEFCY. S rvvhE o /B
HERTHENTESLY,

B Co#lntelAMT#spEO09]1 pxe =1 [E |

6) Y7 T—rARET IS RTAVTNEEABESMIZECET

NOTE: JRYJSLEMMET I AZV DEEARTINTIGEEE. [COTOT T AIKIELL
AV RM—=ILENFELT=1%9 ) IL TS,

S FOSSLERMEPLAS

COTOASLIBEL A2 - AL

ZOTOASANE L A 22 b—ILENRh o rild . -3
2D Windows & EEDEIEET@MALTEL VA M=ILLTATL
AL,
@ TOAS A Intel Ful Management Engine (ME) Firmware
gl Component
BT Hewlert-Packard Company

BT Ci¥lsers¥Administrator¥Desktopil... ¥spB0139.axa

§ ASOREEEALTHS A M—ILTE

3 COTOSFSLRBELS A A R—LERELE |
Frol

0 BRSNS EE

7) D—ORT—avEBEELEYS,
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3. PYIT—rRERIZITOh -0 EHET S
1) [RE—F] > [TRTHOTAS S L] > [Intel SA-00075 Detection and Mitigation Tool] ZFAZ. Intel
SA-00075 Detection and Mitigation Tool Z3&RL TY—ILEEELET .
2) Intel SA-00075 Detection Tool HNEEILET .

3) Risk Assessment IED A T—2RZEHESEL . "this system’s firmware has been updated and system is in
unprovisioned state” &S TWNIXEREICHEEMNTETLTLET,

| B tHTEL-52-0007S Detacticn Toal i

Rigk Assessment

Based on e analysis paforrmed by this |II|¢|I

Explanatacon:
Thié dilecied imware on s Syetem has he fia fof INTEL-SA-0007E. Ensure thal Bie MTEL-2A-0007 5 10012 were used 1o peifoi a
Tull unpressianing of #e syslem prior b reprovizianing. This will rermove any unauthonzed corfiguration asings:

IMWulnerable, certsd pour QEM Tor suppot and remedialion ol his syslem
Fie made inforrmation, refer 80 CVE-2017-5609 in the Tolieaing link CVE-2017-25089
o e Inbel sacurity Sdasory Inle-SA-00075 in the lollowirng link: [TEL-24-00075

INTEL-SA-D0075 Detection Tool

Application Version: 1.0.2 11&
Scan date: 201 50012 152256

Host Computer Information

Name; GV-TE

ManuTacturan Hewlat-Pacisrd

Modsk HF 7520 Wirksiaton

Processor Nam: InksliR) KenniR) CFLU ES-2620 0@ 2 00GH:

Windows Varsion: Micmso® Windows 7 Frofessional L

4) [Dismiss] &0y ILTY—ILEKLTLET,

5) arkA—)L/IRILDTOT 5L EMEELY . Intel SA-00075 Detection and Mitigation Tool Z#{RLTT
VAV RAR—=ILLET,

UETME 27— L7 DT7VvIT—MNEIETTY,



